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Achieve and Maintain Full CMMC Compliance
 

Any business or organization seeking to work within the
defense contract supply chain is required to meet the
rigorous standards of the Cybersecurity Maturity Model
Certification (CMMC).  CMMC 2.0 is a tiered system of
compliance requirements, with the intention of
evaluating the maturity of a business's system,
processes and contingency plans relating to
cybersecurity. 
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Decide which CMMC Maturity Level (ML) is right for
your business or organization.
The Cybersecurity Maturity Model Certification (CMMC) version 2.0 specifies

three levels of maturity. Level 1 (L1) will be for organizations that will have Federal

Contract Information (FCI) but do not anticipate having Controlled Unclassified

Information (CUI). Unlike the earlier version of CMMC, L1 no longer requires an

independent certification by a third party. Level 2 (L2) will be a hybrid model that

aligns with what was formerly L3. The DOD CISO stated that industry should

anticipate "all " L2 to be independently certified.  The new Level 3 (L3) replaces

the earlier L4 and L5 and adopts all security controls from NIST Special

Publication 800-172 “Enhanced Requirements for Protecting Controlled

Unclassified Information “. In Figure 1, SoundWay provides a graphic illustrating

the newer model compared to its predecessor. 

It is important to consider engaging a CYBER-AB Registered

Provider Organization (RPO) to have their Registered Practitioners

(RPs) or Certified CMMC Professionals (CCPs) assist you in this

effort. Please note that when considering if you will need to access

CUI, carefully examine what contracts you currently possess and

what opportunities do you plan to pursue in the next 2-3 years.

Q.   “What if my business doesn’t have any CUI? Do I still have to get CMMC

certified?”

A.   No. However, it is important to note that conforming with CMMC L1 does not

negate your obligations under Defense Federal Acquisition Regulations

Supplement Clause 252.204-7012. This clause stipulates that you must

demonstrate “conformance” with all 110 controls as defined in NIST SP:800-171.

1.
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Complete your Supplier Performance Risk System (SPRS) Self-
Assessment and in-house CMMC ML# compliance assessment to
identify compliance gaps

“No Self-Assessment – No Contract” says the DoD.

All entities doing business with the DoD must complete their Supplier and

Product Information Self-Assessment using the DoD’s Supplier

Performance Risk System (SPRS) if DFAR Clause 252.254-7012 is present

or if language specific to conforming with NIST SP:800-171 is present. The

SPRS includes a cyber hygiene self-assessment. All existing contracts with

this DFAR clause required Government Contractors to start completing

their SPRS as of November 30, 2020.

You will need the information you identified in Step 1 to complete your

SPRS self-assessment.

Q.  “My business is a landscaping business. We don’t do cybersecurity. I

don’t even understand some of the SPRS questions.

A.  We hear this a lot. We can help you understand and/or fill out your SPRS. It’s

important that you understand what you’re attesting to and what it means for your

business. Please note that in order to complete your SPRS, the Government

requires a formal System Security Plan to be completed (See #4 for further).

NOTICE: In October 2022, the US Justice Department launched a

new division of investigators “Civil Cyber Fraud Division”. One of

its core mission objectives is to investigate companies that

misrepresent their cybersecurity posture in response to winning a

government contract.

2.
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Determine the scope of work and resources you’ll
need to remediate all identified compliance gaps.
For each individual gap, we recommend that you

 (i) assign a risk factor, 

(ii) list the activities and resources necessary to remedy the gap, 

(iii) estimate the time and price it will take to complete the gap’s activities, 

(iv) list the gap’s internal and/or external dependencies, and

(v) determine your entity’s ability and capacity to remedy the gap on its own, or

the need to engage external expertise, or some combination of both.

Q.  “A lot of these compliance requirements are new to me, I don’t know how
many hours they’ll take to create or how much they’ll cost.”

A.  You’re not alone, many entities don’t have the internal expertise and/or

capacity to address and support all of the safeguarding practices – there’s a lot of

them! This is why some organizations are utilizing our Separation of Duties Service

Offering

You may want to consider engaging an RPO – like SoundWay – to help draft

compliant policies and procedures, to identify alternative solutions to remedy

gaps, and provide gap-remediation duration and price estimates. The

CYBER-AB Marketplace is the only authoritative source for a listing of

CYBER-AB approved RPOs.
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Create your System Security Plan (SSP).
The purpose of the System Security Plan (SSP) is to provide an overview of the

system’s security requirements; to identify the relevant policies, procedures and

the controls that are in place and/or planned; to identify the roles and

responsibilities of individuals involved in the control, handling, use and storage of

CUI or other regulated data.

The information gathered from stakeholders is vital towards creating a successful

SSP. Having experts that understand the control and supporting objectives helps

ensure accuracy and integrity of the details in your SSP. 

Q.   “My business is a virtual business, we don’t have servers or maintain
software, we get all that stuff with Software as a Service licenses, like
Office365. How the heck do you write an SSP for stuff you don’t physically
own or manage?”

A.  Many businesses have your operating model; it's cost-effective and reliable.

We’ve created many SSPs with this operating model; the SSP is more about how

you use, manage, and control your systems, and how responsibilities are delegated

between you as the client and they as the Managed Services Provider.  A lot of

companies are switching over to FedRAMP approved solutions to remove such

compliance ambiguities

4.
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Build and Execute your CMMC Compliance Gap
Remediation Project Plan
The following must be known by this step: (i) the Maturity Level your entity

requires, (ii) a solid understanding of the compliance requirements for that level,

(iii) a completed & compliant SSP, and (iv) a complete list of the practices in

which your entity is non-compliant, (e.g., the gaps you need to remedy to obtain

compliance.

To create your first draft plan, we recommend listing your gaps by risk – highest to

lowest).

Q    “I’m overwhelmed. I have about 40 practices I have to either fix or create
from scratch and I don’t have the in-house expertise to do all this.”
Q   “Are there any templates? Is there a CMMC software bundle that I can just
install and, boom – compliance!?”
Q.   I don’t have the time for all of this. Which do I do first? What’s the CYBER-AB
going to zero in on? “

A.   SoundWay has relationships with a variety of Governance, Risk and Compliance

solutions that create templates allowing companies to have one repository based

upon CMMC 2.0 and NIST SP:800-171 as well as HIPAA, PCI, ISO and SOC2. Having a

technical solution is important but who on your team is qualified and has the

bandwidth to support these additional activities? Using SoundWay’s Separation of

Duties Service Offering is a great way to outsource the tedium of cybersecurity. Our

team members have deep experience performing similar activities to Government and

Industry. This expertise enables our clients to more effectively and efficiently prioritize

a path towards success.

Free & Subsidized Resources Are Available. Each state has an organization that’s

charged with helping small & mid-sized businesses grow, mature, and thrive.  Called

“MEP”s” and sponsored by NIST. MEPs receive Grant Money ($$) to help businesses

offset or completely pay for the services and solutions they offer – including CMMC

Compliance services. solutions & expertise.  

Click here for a list of all state MEPs.
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Verify your entity is CMMC compliant by “operationalizing”
all practices for at least three months.
The process (practice) maturity component of CMMC compliance is required for

certification assessment to demonstrate that an entity has embraced its

practices, and that they are reliably repeatable and effective against current and

future threats. It’s during this period of time – the maturity component – that you

must audit, test, and gather data and evidence that demonstrates your entity’s

operationalizing its CMMC ML# practices into the normal course of doing

business.

Q.     “We just achieved compliance, why do we have to operate for a period
of time before certification assessment? Wouldn’t it be better to get
assessed now?”

A.    The CYBER-AB won’t certify any entity until it is 100% compliant and it can

prove it has conducted business for a period of time with its practices fully

engaged. The CYBER-AB requires this run-time to adequately assess and

determine the entity’s and its users’ actual compliance with the ML practices –

thereby creating meaningful data and evidence required for a certification

decision.

Separation of Duties & Part-Time

ISSO Support.

Not all small and mid-size businesses

have the in-house expertise to support

certain CMMC-compliance duties;

specifically (i) Separation of Duties to

avoid conflicts of interest and lack of

accessible knowledge, and (ii) ISSO

Duties to ensure systems audits take

place for events that require auditing,

audits log are created and stored, and

audit logs capture and provide enough

information to identify and investigate

unlawful or unauthorized system

activity. SoundWay provides these

services to entities in a CMMC-

compliant manner thereby helping

entities meet compliance in a cost-

friendly way.

Test Your Assumptions. Run-time is a

good time to test outlier practices. You

may never have to call 911 or the FBI, but

if you did have to – when do you call the

police versus calling the FBI? Do you just

dial 911 or is there an office within the

police department you have to call?

What office or POC do you call at the

FBI? Do you have your insurance

information – they may ask for it – wait,

which insurance policy?  The wrong time

to find out you don’t have the up-to-

date POC info or don’t know the

answers is after incurring a ransomware

attack.   Oh, and you’ll fail your

certification assessment if you don’t

know. Watch this short video to learn

more.
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Formal CMMC ML# Certification Assessment Conducted by a
CYBER-AB C3PAO.
The CYBER-AB is the only body authorized by the DoD to grant a CMMC

certification.

CYBER-AB certified C3PAOs are the only organizations authorized to conduct

CMMC certification assessments, and the only organizations authorized to

submit CMMC certification recommendations to the CYBER-AB.

Q.   “Are C3PAO Certification Assessments expensive? What do I do during
my entity’s assessment?”

A.   C3PAO Certification Assessment Pricing. To date, no C3PAO certification

assessments have taken place.  DoD provided estimated pricing models in

its Defense Federal Acquisition Regulation Supplement (DFARS) Case 2019-

D041; however, the DoD cautioned that it doesn’t have the authority to

mandate business pricing and the actual prices will be different and vary

from business to business and service to service.

During your assessment, you will be called upon to “demonstrate” how your

company conforms with each of the controls as they align with each maturity

level. You should expect approximately three to five people at your office

conducting interviews, reviewing evidence, and watching how technical and

operational controls are incorporated into your daily business operations.

RPO Services Pricing.  RPOs do not conduct certification assessments.  RPOs

provide CMMC ML# compliance consulting and related professional services.  The

Government has not provided any pricing guidance.

Contact us at CMMC@soundwayconsulting.com to schedule your free consultation. 
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